Online safety

 ONLINE SAFETY
INTRODUCTION

“New technologies inspire children to be creative, communicate and learn. However, while the internet is a great resource, it is important that children and young people are protected from the risks they may encounter.” UKCCIS 2012

Creating a safe Computing learning environment includes three main elements:

· an effective range of technological tools;

· policies and procedures, with clear roles and responsibilities;

· a comprehensive online Safety education programme for pupils, staff & parents.

RATIONALE 

1.1
The ‘staying safe’ outcome includes aims that children and young people are:

· safe from maltreatment, neglect, violence and sexual exploitation;
· safe from accidental injury and death;
· safe from bullying and discrimination;
· safe from crime and anti-social behaviour in and out of school;
· secure, stable and cared for.

1.2
These aims apply equally to the ‘virtual world’ that children and young people will encounter whenever they use ICT in its various forms.  For example, we know that the

Internet has been used for grooming children and young people with the ultimate aim of exploiting them sexually; we know that ICT can offer new weapons for bullies, who may torment their victims via websites or text messages; and we know that children and young people have been exposed to inappropriate content when online, which can sometimes lead to their involvement in crime and anti-social behaviour.

1.3
It is the duty of our school to ensure that every child in their care is safe, and the same principles should apply to the ‘virtual’ or digital world as would be applied to the school’s physical buildings. 

TECHNOLOGIES

2.1
ICT has an all-encompassing role within the lives of children and adults.  New technologies are enhancing communication and the sharing of information.  Current and emerging technologies used in school and more importantly in many cases, used outside of school by children which include:  

· The internet 

· e-mail

· Instant messaging (e.g. http://www.msn.com) often using simple web cams

· Blogs (an on-line interactive diary)
· Podcasting (radio / audio broadcasts downloaded to computer or MP3/4 player)
· Social networking sites (e.g. www.facebook.co.uk )
· Video broadcasting sites (e.g. http://www.youtube.com/)
· Chat Rooms (e.g. www.teenchat.com)
· Gaming Sites (e.g. www.neopets.com)
· Music download sites (e.g. http://www.apple.com/itunes/ )  

· Mobile phones with camera and video functionality
· Smart phones and tablets with e-mail, web functionality and applications
· Apps available on tablets and phones

· Picture sharing (e.g. www.instagram.co.uk )
ROLES AND RESPONSIBILITIES 
3.1
Online Safety is recognised as an essential aspect of safeguarding pupils and the Headteacher, with the support of Governors, aim to embed safe practices into the culture of the school. All members of staff have the responsibility for e-Safety. 
The Online Safety Co-ordinators are Jose Lewis and Helen Baldry.
3.2
The co-ordinators aim to keep up to date with online safety issues and guidance through liaison with the Local Authority Online Safety Officer, Becta and The Child Exploitation and Online Protection (CEOP).  

3.3
Governors have an overview of online safety issues and strategies.  The co-ordinators ensure our governors are aware of local and national guidance on online safety.
3.4
All teachers are responsible for promoting and supporting safe behaviours in their classrooms and following school online safety procedures.  Central to this is fostering a ‘No Blame’ culture so pupils feel able to report any bullying, abuse or inappropriate materials.

3.5
All staff are familiar with the contents of this policy including:

· Safe use of e-mail;

· Safe use of Internet;  
· Safe use of school network, equipment and data;

· Safe use of digital images and digital technologies, such as mobile phones, 
 Digital cameras, iPads;

· publication of pupil information/photographs and use of website;

· eBullying / Cyberbullying procedures;

· their role in providing online safety education for pupils.
PROCEDURE

Online safety measures in place
4.1
To ensure the network is used safely:

· we ensure staff have access to the school’s Online Safety Policy;  
· staff are set-up with Internet and email access and are given an individual network log-in username and password;

· we provide pupils with an individual network log-in username;
· It is made clear that staff must keep their log-on username and password private and must not leave them where others can find;

· we explain to pupils that they should never log-on or use teacher and staff logins – these have far less security restrictions and inappropriate use could damage files or the network;

· it is understood that no one should log on as another user – if two people log on at the same time this may corrupt personal files and profiles;

· We have set up the network with a shared work area for pupils and one for staff.  Staff and pupils are shown how to save work and access work from these areas;

· all users are required to always log off when they have finished working or are leaving the computer unattended. Where a user finds a logged-on machine, we require them to always log-off and then log-on again as themselves;
· we have set-up the network so that users cannot download executable files/ programmes;

· there is blocked access to music download or shopping sites – except those approved for educational purposes;

· all mobile equipment has anti-virus/spyware software installed before it is connected to the network;

· staff are clear that they are responsible for ensuring that any computer or laptop loaned to them by the school, is used solely to support their professional responsibilities and that they notify the school of any “significant personal use” as defined by HM Revenue & Customs;
· staff are aware that they are wholly responsible for insurance should portable equipment be taken off site;
· equipment is maintained to ensure Health and Safety;
· there are integrated curriculum and administration networks set up, but access to the Management Information System is set up so as to ensure staff users can only access modules related to their role;

· we only allow ICT Educational Services Ltd to access our network remotely; 

· we use the DfES secure s2s website for all CTF files sent to other schools;

· we ensure all pupil level data or personal data sent over the Internet is encrypted or only sent within the approved secure system in our LA;

· we follow LA advice on Local Area and Wide Area security matters and firewalls and routers have been configured to prevent unauthorised use of our network;

· the school ICT systems are reviewed regularly with regard to security;

·  we do not publish personal e-mail addresses of pupils or staff on the school website;

· If one of our staff or pupils receives an e-mail that we consider is particularly disturbing or breaks the law we contact the police;
· If one of our staff or pupils receives an e-mail that we consider is particularly disturbing or breaks the law we contact the police;
· accounts are managed effectively, with up to date account details of users;
· pupils only use the school domain e-mail accounts on the school system;
· staff are expected to only use the LGfL/school domain e-mail accounts on the school system;
· pupils are introduced to, and use e-mail as part of the Computing scheme of work;
· we use e-mail addresses that do not contain children’s names throughout the school.
Online safety training

5.1
Pupils are taught about the safety and ‘netiquette’ of using e-mail i.e:
· not to give out their e-mail address unless it is part of a school managed project or someone they know and trust and is approved by their teacher; 

· that an e-mail is a form of publishing where the message should be clear, short and concise;
· that any e-mail sent to an external organisation should be written carefully and authorised before sending, in the same way as a letter written on school headed paper;

· they must not reveal private details of themselves or others in e‑mail, such as address, telephone number, etc;

· to ‘Stop and Think Before They Click’ and not open attachments unless sure the source is safe;

· the sending of attachments should be limited;
· that they must immediately tell a teacher if they receive an e-mail which makes them feel uncomfortable, is offensive or bullying in nature;

· not to respond to malicious or threatening messages;
· not to delete malicious of threatening e-mails, but to keep them as evidence of bullying;

· not to arrange to meet anyone they meet through e-mail without having discussed with an adult and taking a responsible adult with them; 

· that forwarding ‘chain’ e-mail letters is not permitted.
5.2
Staff are advised:
· to use school e-mail system for professional purposes;

· that access in school to external personal e-mail accounts may be blocked;

· that e-mail sent to an external organisation is written carefully, (and may require authorisation), in the same way as a letter written on school headed paper.  That it should follow the school guidelines that:
· the sending of attachments should be limited;
· the sending of chain letters is not permitted;
· embedding adverts is not allowed;
Unsuitable Material
6.1
We take all reasonable precautions to ensure online safety.  However, owing to the international scale and linked nature of Internet content, the availability of mobile technologies and speed of change, it is not possible to guarantee that unsuitable material will never appear on a school computer or mobile device.  The school does not accept liability for material accessed, or any consequences of Internet access.

Misuse of ICT
7.1
Staff and pupils are aware of their responsibilities when using ICT. There are sanctions available should there be any instances of misuse, including:

· interview/counselling by the online safety co-ordinator and/or Headteacher;

· informing parents or carers;

· removal of Internet or computer access;
· referral to LA / Police.

7.2
The online safety co-ordinators act as first point of contact for any complaint.  Any complaint about staff misuse is referred to the Headteacher.  Complaints related to child protection are dealt with in accordance with school / LA child protection procedures.

What we do if….

8.1
All these incidences must be reported immediately to the Headteacher and online safety co-ordinators.

An inappropriate website is accessed unintentionally in school by a teacher or child. 

1. Play the situation down; don’t make it into a drama.

2. Report to the Headteacher and/or online safety co-ordinators who will decide whether to inform parents of any children who viewed the site.

3. The online safety co-ordinator will inform the school technicians and ensure the site is filtered. (LGfL schools report to: webalerts@synetrix.com)

4. Inform the LA if the filtering service is provided via an LA/RBC.

An inappropriate website is accessed intentionally by a child.
1. Apply agreed sanctions.

2. The Headteacher to notify the parents of the child.

3. Inform the school technicians and ensure the site is filtered if need be.

4. Inform the LA if the filtering service is provided via an LA/RBC.

An adult uses School IT equipment inappropriately.  

1. Ensure you have a colleague with you; do not view the misuse alone.

2. Report the misuse immediately to the Headteacher and ensure that there is no further access to the PC or laptop.

3. If the material is offensive but not illegal, the Headteacher will then:

· Remove the PC to a secure place.

· Instigate an audit of all ICT equipment by the schools ICT managed service providers to ensure there is no risk of pupils accessing inappropriate materials in the school.

· Identify the precise details of the material.

· Take appropriate disciplinary action through the governing body.
4. In an extreme case where the material is of an illegal nature:

· Remove the PC to a secure place and document what you have done. 

· Contact the local police and follow their advice.

A cyberbullying incident directed at a child or member of staff occurs through email, mobile phone technology or website (including social websites), either inside or outside of school time. 

1. Advise the child/member of staff not to respond to the message.

2. Apply appropriate sanctions.  

3. Secure and preserve any evidence. 

4. Inform the sender’s service provider.

5. Notify parents of the children involved. 

6. Inform the police if necessary – cyberbullying is a criminal offence.

7. Inform the LA online safety officer.

Malicious or threatening comments are posted on an Internet site about a pupil or member of staff.
1.
Inform and request the comments be removed if the site is administered 
      externally.
2.
Secure and preserve any evidence.
3.
Send all the evidence to Alex Nagle at CEOP at 
      www.ceop.gov.uk/contact_us.html 
4.
Endeavour to trace the origin and inform police as appropriate.
5.
Inform LA online safety officer.

You are concerned that a child’s safety is at risk because you suspect someone is using communication technologies (such as social networking sites) to make inappropriate contact with the child.
1.
Report to and discuss with the Designated Lead in school and contact parents.
2.
Advise the child on how to terminate the communication and save all evidence. 

3.
Contact CEOP http://www.ceop.gov.uk/ 
4.
Consider the involvement of police and social services.
5.
Inform LA online safety officer.

6.  Consider delivering a parent workshop for the school community.  

8.2
Children should be confident in a no-blame culture when it comes to reporting inappropriate incidents involving the internet or mobile technology: they must be able to do this without fear.  
ADVICE FOR MEMBERS OF STAFF
9.1
When publishing information about yourself or having one-to-one conversations with others online or by telephone, you are acting at all times as a member of Riverside staff.
9.2
When publishing information a member of staff should not include personal contact details, video or images or any information regarding any Riverside personnel (adults and pupils) and/or their families.

9.3
Restriction to access to accounts is advisable in all circumstances. Pupils must not be “friends” or be added to contact lists. 
9.4
Mobile phones are not to be used on site.  Phones must be switched off and locked away whilst on school premises, unless in exceptional circumstances permission is given by the Headteacher or Deputy Headteacher. Mobile phones that may be used are recorded and the list kept by Jose Lewis and Helen Baldry.
9.5
Staff should not phone or email parents or school agencies through their personal accounts unless in an emergency response situation.

9.6
Staff must not take photos of pupils or staff on mobile phones (or with a digital camera that is not a school camera). Photos must never be used on the Internet without prior permission. Past photos should be removed if taking cameras off-site.
9.7
Personal telephone numbers should not be given to parents or pupils. Text messages regarding pupils and their families must not be sent via a personal telephone.

9.8
Confidential information must never be shared electronically. 
9.9
Be aware of any information kept on memory sticks and other storage devices, particularly when transporting off-site – security of sensitive information, including photos and names of pupils, is the responsibility of school staff and must be secure at all times.
9.10
If for any reason an incident occurs that in any way breaches the content of this advice the person involved must notify the online safety co-ordinators immediately.
ADVICE FOR PUPILS

10.1
Mobile phones must be deposited at the office at the start of the day. It is the responsibility of pupils to deposit the phone and collect their phone at the end of the day.

10.2
Never give your contact details (such as personal email address or telephone number) to a member of staff or anyone you do not trust.

10.3
You must never use a photo of another child on the internet without their parents’ permission. 
10.4
You must report anything to an adult, either in school or at home, if there is anything you feel uncomfortable about when using ICT, including using a mobile phone.
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